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Botnets are a major threat to all those connected to the Internet. Botnets are a net-
work of compromised computers (or bots), that are controlled from a central location,
to perform malicious activity. Botnet owners (botmasters) continue to adapt in order
to hide from detection. One of the newest techniques employed by botnets is fast flux
(FF).

The FF technique hides the dedicated servers hosting the malicious content. These
servers, which are primarily web hosts are called motherships. Fast fluxing does this
by utilizing the bots as proxies that forward messages to and from the motherships,
effectively hiding them from traffic sniffers. By hiding these servers, botnets can stay
online longer and infect more machines. This paper focuses on how to detect and
mitigate botnets using FF techniques.
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Chapter 1

Introduction

1.1 Introduction

Botnets are a major threat to all those connected to the Internet. They are used to
distribute spam and malicious code, and perform denial of service (DOS) and phishing
attacks. Through the use of fast-flux (FF) techniques, they are able to evade detection
and stay running longer.

A botnet is a number of infected computers, being controlled from a central loca-
tion, without their owners knowledge. These infected computers (also known as bots)
coordinate in order to perform malicious activity and infect more hosts. Botnets vary
in size and can span across domains and geographic locations. They are controlled
by a central server called a command and control center (C&C). The C&C provides
instructions to the bots, so they can act as one against one or more targets. Updates are
also provided to the bots by the C&C, to keep them hidden and able to use the latest
exploits. Some general botnets and all botnets utilizing FF also have deticated web
hosts, called motherships. The motherships host the malicious or illegal website and
the malicious code used for exploiting victims.

Because the bots are not owned by the botmasters (the people running the botnet),
they are treated as unreliable and expendable. The owners of the compromised comput-
ers can shutdown their computer, disconnect it from the network, or find the malicious
software and have it removed. Removing infected hosts from a botnet will not degrade
performance, however blocking or removing the mothership will effectively take down
the botnet. Without the mothership, a botnet has no host for its malicious software and
cannot continue to distribute.

In order to keep the motherships running and undetected, the new technique of FF
has been implemented. FF hides the mothership behind a group of ever changing prox-
ies. In response to this newly developed technique, new detection methods have been
developed. These methods include active and passive domain name system (DNS)
monitoring (discussed in sections 1.5.1 and 1.5.1), analyzing data captured over a pe-
riod of time (discussed in section 1.5.4), and analyzing domain names (discussed in
section 1.5.2).
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Since the FF technique relies heavily on DNS, I will describe it first. I will then
briefly describe the structure and control of general botnets. I’ll continue by discussing
how FF works, how it is used legitimately, and then how it is utilized by botnets to evade
detection. After discussing how botnets use FF, I’ll describe the various techniques to
discover FF botnets. In conclusion, I’ll describe ways to combat FF botnets and the
future direction of research.

1.2 DNS Overview

DNS is utilized by FF botnets to route victims to their malicioius sites. DNS resolves a
common name, such as www.google.com, into its Internet Protocol (IP) address, such
as 127.0.0.1. The IP address is how the network knows where to route packets. In its
original conception DNS was designed to be static, changing the relationship between
common name and IP address rarely. Dynamic DNS (DynDNS) arose from a need to
alter the name to address relationship quickly. FF botnets utilize DynDNS to quickly
alter to which hosts the malicious domain name resolves.

Another aspect of DNS that FF botnets take advantage of is called round-robin. If a
common name has several IP addresses associated with it, DNS will sequentially select
each IP as a new request comes in. For both legitimate and malicious URLs, this helps
balance the traffic comming in to each server. Malicious domains use both DynDNS
and round-robin to hide their motherships behind an ever changing set of proxies.

1.3 Botnet Overview

Botnets are malicious networks of compromised computers. The owners of the com-
puters are unaware that their computer is part of this network and performing illegal
activity. Botnets are structured with a central C&C which provides commands to each
of the individual bots. These bots cross logical and geographic domains. They are
comprised of different computers hosted on different Internet service providers (ISPs)
and in different countries. Bots can either be controlled individually or as a whole.

Botnets grow through the spread of malware and other malicious code. This code
is distributed via phishing scams, known remote exploits, and through other technical
and social weak points. Once infected, the bot will call back to the C&C to notify that
it is now active and to receive updates. This new bot will then take instructions from
the C&C and begin performing malicious activity.

According to Zhu et al. (2008), there are three primary ways to control a botnet:
through HTTP requests, IRC channels, and P2P protocols. IRC botnets are the simplest
form of botnets and are easy to detect. These botnets can be detected by monitoring
IRC channels for non-English or unusual usernames and non-English or unusual traffic
in the channel. Because botnets being controlled by IRC are easy to detect, HTTP
and P2P controls were developed. These two protocols can easily hide among the
legitimate traffic of the same type. The FF technique (discussed in section 1.4), on
which this paper focuses, is a way to enhance the already existing botnets.
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1.4 Fast Flux Techniques
According to the ICANN Security and Stability Advisory Committee (2008), fast flux-
ing is a technique for rapidly altering the IP address that is associated with a domain
name. This technique utilizes DynDNS to perform these updates. The selection of the
next host to be used can be sequential, as in a round-robin; through weights, so that
a currently overloaded node doesn’t get more traffic; or random, which is most likely
how malicious sites work. The original purpose for DynDNS and FF was for legitimate
uses, such as load balancing, but botnets have borrowed the technique, so they can stay
active.

1.4.1 Legitimate Uses
There are several legitimate uses for FF. One of the primary uses is for load balancing.
For websites that see a lot of traffic, there needs to be a way to balance the requests
between several servers. Without this balance, the web servers would become over-
whelmed and not be able to respond as quickly.

A legitimate domain will tend to have a few dedicated servers for web hosting.
These servers will have strong hardware that will be able to handle relatively large
amounts of traffic. Even though each server can handle more than a home computer
could, it still will not be able to handle the amount of traffic the website will see. One
technique for balancing traffic flows between servers is through fast fluxing.

For a legitimate domain, fast fluxing is an inexpensive way to force traffic to one of
its dedicated servers. The domain will advertise several IPs hosting their web content.
The round-robin DNS will take care of choosing which IP to which to send the traffic.
After the advertised TTL, the domain will advertise another set of IP addresses.

The reason to continue to continuously rotate out IP addresses is in case one of
the servers is experiencing an abnormal situation. Advertising different IP address will
allow some servers to be taken down for regular maintenance; the end user will not see
any degradation in performance, since they will not be routed to that server. Rotating
out IP addresses also allows a domain to remove servers that are currently overloaded
with traffic, allowing the traffic to die down before rotating it back into use. Also, if a
server goes down unexpectedly, a shorter TTL value will rotate it out sooner, to reduce
degradation in service and allow it to be repaired.

A larger number of hosts (and hence IP addresses) and a shorter TTL increases the
performance of a domain. The larger number of IP addresses allows the domain to
balance among more hosts, thus each host will see a smaller amount of traffic. If a
server goes down unexpectedly, a shorter TTL will remove it from service sooner and
will allow servers to be repaired more regularly.

1.4.2 Use in Botnets
According to Nazario and Holt (2008), Caglayan et al. (2010), Zhang et al. (2011), and
Zhou et al. (2008), botnets use FF techniques in order to hide their dedicated web hosts
or motherships. A botnet using the FF technique utilizes its bots as proxies. When a
victim attempts to connect to a host using a malicious URL, it will connect to one of
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Figure 1.1: Fast flux example from Zhou et al. (2009)

the proxy servers (one of the bots) first. Then the proxy will contact the mothership,
who will respond with the content of the web-page. This content is then served back
to the victim through the proxy (the original bot). The victim will never know that
there is a mothership, its IP address, or where it is located. This means that should a
malicious domain be discovered, simple detection would only find the proxies rather
than the mothership, allowing them to continue to operate.

Each of the individual bots in a botnet are assumed to be unreliable by the botmas-
ter. This assumption is made, because the botmaster has no control over the owner of
the infected computer (bot). The owner is able to shutdown their computer at any time,
remove it from the network, or discover and remove the malicious software. Because
the bots are considered unreliable, the botmaster will swap them out often. This way
should one of the bots go offline, they will be swapped out quickly, and fewer victims
will be directed to an offline bot.

Botmasters use FF to hide the mothership as well as to load balance and swap out
failed bots. Since the bots are unreliable, the botmasters want to advertise as many of
them as possible with a short TTL. This way the botnet will be better balanced, since
each victim will be directed to a different bot; and the botnet will have little down time,
since the failed bots will be swapped out quickly.

There are two primary ways in which botnets use FF techniques: single and dou-
ble flux. For single-flux botnets, only the bots serving as proxies are fluxed. In a
double-fluxed botnet, the botmaster has complete control over other servers that are
used as name servers (NS), and those are also fluxed. Using the example domain of
www.ffdomain.com and using a similar example given by Zhou et al. (2009) and their
figure (figure 1.1) to show how FF works and highlight the difference between single
and double flux.
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First for a single-flux botnet, when a victim attempts to contact www.ffdomain.com,
they will first be directed to the root DNS server, who then direcrets them to the .com
DNS server (steps 1 and 2, in figure 1.1). This DNS server will respond with an IP
address associated with the ffdomain. This IP address will correspond to one of many
bots acting as proxies (for single flux, step 3 is skipped). The victim will then send
an HTTP request to this IP (step 4) and the bot will contact the mothership, get the
content, and serve it back to the victim. Each time a new victim connects, they will
receive a different IP that is currently associated with www.ffdomain.com. After a short
amount of time, all IP addresses are swapped out and a new set of bots are advertised.

For a double-flux botnet, the victim will start the same way, by contacting the
root, then the .com DNS server (steps 1 and 2, in figure 1.1). This time, however,
the root DNS server will respond with the IP address of the ffdomain name server, or
www.ns1.ffdomain.com. The IP address associated with www.ns1.ffdomain.com is also
being fluxed (step 3). From here the victim will continue as before, receiving one of
many IP addresses for www.ffdomain.com (step 4). The name servers are controlled by
the botmaster and tend to be swapped slower then proxies. They are swapped slower,
because rapidly fluxing nameservers are not seen in legitimate domains. Name servers
also use more resources to setup, maintain, and run than proxies, so their will be fewer
of them.

1.5 Detecting Fast Flux Botnets
The largest challenge when it comes to detecting FF botnets is distinguishing them
from legitimate sites using fast fluxing techniques. In this section I’ll describe several
different detection techniques that will help to differentiate between legitimate websites
and botnets.

These techniques can be broken down into four main categories: active, passive,
semantic, geolocalization, and analytic detection. Active detection queries the DNS
servers for information; passive detection looks for the same information in packets
traversing the network; semantic detection looks for algorithmically designed URLs,
which are typical of FF botnets; geolocalization attempts to map the delay times be-
tween query and response to a geolocation; and analytic detection performs analysis
on past data to attempt to discover new botnets, malicious URLs, or more components
to an already known botnet.

There are also several ways in which FF botnets can deceive the current detection
techniques. This deception is discussed in section 1.6.

1.5.1 Active and Passive DNS Detection
Active and passive DNS detection rely on the same data in order to detect FF botnets.
Both of these methods look for data related to the TTL (section 1.5.1), the FF activity
index (section 1.5.1), and the footprint index (section 1.5.1). The TTL is the amount
of time a particular DNS record will remain in memory; the FF activity index is how
many unique IPs are seen within a certain amount of time; and the footprint index is
how spread out the IPs are.
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Active Sensors

The primary way to perform active detection is using the dig command, but nslookup
and other look-up tools can be used as well. These commands queries the DNS server
for the IP addresses and TTL associated with a domain name. Caglayan et al. (2009),
Zhou et al. (2009), Zhang et al. (2011), Holz et al. (2009), and Nazario and Holz
(2008) all use active sensors by specifically querying the DNS servers. Each of these
authors discover which domains to test by observing links in spam email and malware
blacklists. The drawback to active detection is it takes at least TTL+1 for detection.

Each of these authors approach the problem a little differently. Caglayan et al.
(2009) approach the problem from two directions utilizing, both active and passive
methods. After ten minutes of collection, the authors used a Bayesian classifier to
achieve 96.6% accuracy and 5% false positive rate. The primary drawback to this
detection technique is its high false positive rate. This work also only focuses on a
single sensor, but the authors also hope to create a distributed system of sensors.

Utilizing a distributed system of active sensors, Zhou et al. (2009) were able to
achieve a shorter time to classify. As with both passive and active sensors, the more
unique IPs that are seen, the more accurate the predictions can be. Using a distributed
system of sensors, Zhou et al. (2009) were able to collect a larger amount of samples
in a shorter amount of time. The authors, in their previous work [28], that after 24
hours of collection, are able to achieve a 70.2% detection rate and a 34% false positive
rate. In their more current paper [27], the authors claim to achieve the same rates, and
increased their speed 16 to 10,000 times faster. This increase will reduce the detection
time from 24 hours to 1.5 hours to as low as 8.64 seconds. The largest drawbacks to
this method are the communication overhead between nodes and the very high false
positive rate.

Passive Sensors

To detect FF botnets, Perdisci et al. (2012), Huang et al. (2010), and Caglayan et
al. (2009), use passive techniques. These authors setup sensors inside of networks to
monitor the traffic. They collected response DNS packets parsing out the IP address,
domain name, and TTL. Due to the large volume of traffic, the packets need to be
filtered before processing them. This was accomplished by using the TTL values,
white lists of known benign sites, and black lists of known malicious sites. Huang
et al. (2010) utilized primarily the footprint index to provide detection, while Perdisci
et al. (2012) and Caglayan et al. (2009) analyzed all three values (TTL, footprint index,
and FF activity index), to detect FF networks.

Using only the footprint index, and 0.5 seconds of detection, Huang et al. (2010)
were able to achieve 98.16% accuracy and a 0.398% false positive rate. To achieve
these rates, the authors used distributed detection (multiple servers over a large area)
and distributed processing. The authors used the traffic to gather the IP addresses with
which the DNS servers responded. They then located the geographic location of the
IP address by using the Spacial Coordinate Database, hosted on hostip.info. While
this technique has one of the lowest false positive rates and highest accuracy, there are
three drawbacks. One, it requires multiple IP address returned by a query to work, so
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if just one is returned it will fail; two, if the botnet is limited to a single geographic
location, it will perform poorly; and three, if the IP addresses are not found in the
Spacial Coordinate Database, it cannot be included in the data.

The other authors, Perdisci et al. (2012) and Caglayan et al. (2009) use all three
sensors in order to detect FF networks. Perdisci et al. (2012) also include an additional
technique to classify; domain clustering, a technique to treat like domain names as
part of the same network. Domain clustering helps to determine FF botnets, since a
single botnet will utilize many similar domain names, to continue to fool victims and
blacklisting. Using their technique Perdisci et al. (2012) achieve a 99.3% accuracy
rate with a 0.15% false positive rate. The rates achieved by the authors are better then
previous work, but the drawback to this technique is it can take up to 30 hours to detect
the FF domain (up to 24 hours of collection and up to 8 hours for processing).

Time To Live (TTL)

The TTL for a FF botnet tends to be shorter than the TTL for a legitimate use of FF.
The typical FF botnet will have a TTL under 300 seconds and the typical legitimate
site will have a TTL from 600–3600 seconds. This measure was more useful in the
past, but as botmasters are trying to mimic legitimate domains, thus making their TTL
longer. Some legitimate domains have shorter TTL values as well.

This measure is not useful on its own, but is primarily used as a baseline or a way
to filter DNS responses. Large TTL values can be disregarded as most FF botnets will
have a value less than 3600 seconds. Thus any response with a TTL greater than this
range can be disregarded.

Fast Flux Activity Index

The FF activity index refers to how many unique IP address are seen in a given time
period. For a FF botnet this will be a much larger number than a legitimate site. There
is no clear distinction of what this value is, so the current techniques compare detected
unique values to known legitimate domains. As a greater number of unique IP ad-
dresses are seen, the higher the confidence that a FF botnet is being detected. The
reason a FF botnet will advertise a larger number of unique IP addresses, is because
the bots (proxies) are considered unreliable. Since the bots are unreliable, in order to
have a higher average online time, the botmaster will need to advertise a large number
of bots and frequently change them.

For legitimate sites the FF activity index will typically be much lower. Since le-
gitimate sites are using dedicated hardware these sites can be sure that the servers will
have longer up-times, handle more queries, and have the advantage of knowing when
they will be shutdown. Because of these things, a legitimate site has less need to have
as many servers. Later, in section 1.6 I will describe how a botnet can limit the number
of unique IP address to fool the detection.
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Footprint Index

The footprint index detects how spread the servers are between different domains and
geolocations. Since a FF botnet is comprised of infected home computers, they re-
side in different Autonomous System Numbers (ASNs). An ASN is an identifier for a
unique sub-network in the Internet. An ASN can be controlled by a single or multiple
network operators. Caglayan et al. (2009) used a threshold of six unique ASNs before
classifying a network as a botnet.

For a legitimate site, this spread is much smaller. Legitimate sites tend to house
their servers, for a particular service region, in a single area on a single domain. The
close proximity of the servers helps maintain the infrastructure, because there are fewer
locations and networks to maintain. Later, in section 1.6 I will describe how botnets
can limit there footprint to evade detection.

1.5.2 Semantic Detection
Another technique for detecting FF domains is looking at the domain name itself. Since
FF domains need several domains to evade detection and need to mimic legitimate do-
main names to fool users, they display certain patterns. Yadav et al. (2012) attempt
to detect FF networks by analyzing domain names. Their algorithm searches for spe-
cific attributes associated with algorithmically generated domain names. The attributes
include: similarity to known legitimate domains, similar structure to English words,
but are not found in the dictionary, the distribution of alphanumeric characters, and the
distance (number of changes) from known malicious domains.

Using these domain name detection techniques, the authors claim to achieve a
100% detection rate for all test sizes (50, 100, 200, and 500 domains per test), but
the false positive rate changes per test size. For the lowest set the authors used, testing
50 domain names, the average false positive rate was 27.5%; for data-sets of 100 do-
mains, the false positive rate averages 6%, for data-sets of 200 domain names, the false
positive rate averages 5%; and for data-sets of 500 domain names, the authors claim a
false positive rate of averages 2%. The difference in false positive rates, per data-set
size, is attributed to using the different detection techniques described in the previous
paragraph.

While the authors were able to detect 100% of malicious domains, they had a rel-
atively high false positive rate. Because of this high false positive rate, this technique
cannot be the only way to detect FF botnets, since a large number of legitimate do-
mains will also be flagged. Another drawback to this technique, is if botmasters only
use English words, they can better their chances of evading detection. Because of
the drawbacks, this technique is used for initial filtering of information. The previous
techniques will then have less data to process and can discover FF botnets in less time.

1.5.3 Geolocalization
Geolocation is a technique for figuring out where a server is located on the globe, based
on network latencies. In their paper, Castelluccia et al. (2009) present a way of tracing
back where the mothership is located on the planet. Using several different clients, they
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first triangulate the location of the proxy by sending packets directly to the proxy and
calculating the delay times. These delay times are translated into a physical distance
from the client using average network latency (distance is equal to the latency divided
by the packet response time).

Once it is known where several proxies are, these are then used to triangulate the
mothership. The authors (Castelluccia et al. (2009)) then access the content through
these proxies via HTTP requests. They subtract the latencies to the proxies from the
total latency to get the distance from the proxy to the mothership. In this way the au-
thors triangulate the location of the mothership to within 100 km of the actual location.
This technique already requires the knowledge of a FF domain.

1.5.4 Analytic Detection

Analytic detection is a way of looking at previously collected information. It attempts
to narrow the search space, leading to higher detection rates and lower false positive
rates. Analytic detection does this by discovering new domain names the botnet uti-
lizes, the size of the botnet, and the structure of the botnet.

New domain names are discovered by performing reverse lookups on a known bot.
The new domain names can be further analyzed to provide greater information for
semantic detection (section 1.5.2). The size of a botnet can be determined through the
number of unique IP addresses discovered. The size discovered will always be less
than the total size as not all bots participate in FF. The size is used to help determine
better thresholds for the FF activity index (section 1.5.1). The structure of the botnet
is also discovered by observing the IP addresses. Using the IP addresses the location
of bots and which bots tend to be more active and at what times during the day can
be discovered. By analyzing the structure, better thresholds can be determined for the
footprint index (section 1.5.1) and for geolocation (section 1.5.3). Using this data,
the previous detection techniques can be improved upon by also narrowing the search
space.

1.6 Limitation of Current Detection

The previously described detection techniques in section 1.5 can be thwarted in several
different ways. Each type of detection has its own shortcomings which are discussed
here.

In order to defeat the the active and passive sensors, botnets can act like legitimate
domains. This technique, as discussed by Knysz et al. (2011), is dubbed a mimicry
attack. In a legitimate domain, only a few IPs are advertised at a time and they tend to
be located in a single region. A botnet can mimic these conditions to evade detection.
Botnets can limit each set of advertised IPs to one or two ASNs and limit the number
of unique IPs per advertisement. This limitation is done by repeating previously used
hosts and keeping track of where hosts are located. This technique will delay detec-
tion, but won’t completely evade detection, because eventually, as bots are shutdown,
more unique IP address will need to be advertised. Using this mimicry technique can
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adversely effect the performance of the botnet. Advertising only a few unique IP ad-
dresses increases the probability that one or more of those bots has been taken off line.

In order to defeat the semantic detection, botnets can use English words and naming
conventions that will counter the detection presented by Yadav et al. (2012). However,
botmasters want to mimic well known addresses to fool victims, which requires the
use of similar naming while altering only a few characters. Attempting to use English
words will reduce the number of domains that a botmaster can implement. This will
adversely effect the performance, because once a domain is discovered, a botmaster
must use a different one. With limited unique names, a botmaster can only target a
specific group of victims for a short period of time.

To fool geolocation, a botnet can introduce delays into its servicing. However,
doing so will delay content from reaching the victim. If end users are experiencing
slow performance, they may navigate away, reducing the effectiveness of the botnet.

FF botnets are becoming more sophisticated and can more easily evade detection.
However, due to the unreliable nature of nodes in a botnet, many of these techniques
can reduce the performance of the botnet. Botmasters are finding ways to balance
performance and evasion, which creates a constant battle with those attempting to find
and block the botnets.

1.7 Defense of Fast Flux Botnets

There are only a few defenses to FF botnets, once they have been discovered. ISPs
maintain a large blacklist of known malicious domains, and do not serve them to the
end user. Anti-virus software integrated with browsers also provide some protection
against malicious domains. Anti-virus software is also becoming more sophisticated
to track and remove malicious code on end user machines. Known bots are also being
constantly monitored to discover new domains that are being generated by the botnets.

1.8 Future Research

Further research and development is needed to keep up with the ever changing nature
of botnets. Reducing the time of detection is critical to reducing the risk botnets pose.
Most FF domains only last about one month [1], constantly changing domain names
during that time. This can be achieved through more sophisticated heuristic algorithms,
that don’t need to analyze as much data, or through the use of distributed processing,
so the same amount of data can be processed more quickly. Early detection is needed
to stop these domains before too much damage is done.

Another area of research is determining in greater detail the differences between
legitimate and malicious domains. As FF botnets continue to find better ways to mimic
other domains, as discussed in section 1.6, the false positive rate of the current tech-
niques will rise. Also by identifying the differences in greater detail, this will reduce
the amount of time needed to locate the domains. These differences are detected by
analyzing previously collected data on botnets.
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One other area of research is tracking down the mothership. One technique is
briefly described by Zhou (2008), but they do not discuss an algorithm or experiments.
In a FF botnet, the bots (proxies) are treated as disposable, so detecting and removing
them will not have a great impact on the strength of a botnet. The motherships are
the hosts of the malicious software and if these are taken offline, the botnet becomes
useless.

1.9 Conclusion
In conclusion there is a constant battle between FF botnets and the detection methods
used. Fast fluxing is a technique to hide the servers hosting malicious content behind
a wall of proxies. These proxies are fluxing in and out of use through dynamic DNS.
In order to detect these malicious domains, active, passive, semantic, geolocation, and
analytic sensing techniques are used. These track the potential domain names and IP
addresses of the bots for these domains.

There are several techniques that FF botnets can employ to reduce the risk of de-
tection. These include mimicking legitimate domains by advertising only a few unique
IP addresses, per TTL, within only a few ASNs, using English words in their domain
names, and introducing delay into the service. While each of these reduces the risk
of exposure, they also adversely effect the performance of the botnet. Detection tech-
niques need to continuously adapt in order to detect FF botnets.
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